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The National Anti-Scam Centre

“A world leading public/private partnership 

that safeguards Australians from scams.”
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Scams in 
Australia
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The scams landscape in Australia
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Contact method
     by volume
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Contact method
        by loss
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The use of AI in scams

• AI adds speed, scale and even 

personalisation to scam attacks.

• In 2025, Scamwatch received 4,691 reports 

mentioning “AI”. This represented a 407% 

increase compared to 2024.

• Similarly, the number of reports referencing 

a “deepfake” also increased by about 112% 

in 2025. 
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Disruption
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The National Anti-Scam Centre and law enforcement

Information sharing

Awareness-raising

International liaison

Victim notification
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Case study: operation Nebulae
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Disruption: website takedown
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Disruption: Fusion cells

- Short-term disruption taskforce

- Urgent scam problems

- Emphasis on private sector actions

- Focus on testing disruption strategies 
and identifying barriers to disruption.

Completed Fusion Cells:
- Investment Scam Fusion Cell
- Job Scam Fusion Cell
- Romance Scams 
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Case Study: Romance Scam Fusion Cell
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The future of 
scams
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Overview of the 
Scams Prevention 
Framework (SPF)

Clear roles and responsibilities for 
banks, telecommunications providers and 
digital platforms.

Minimum, consistent obligations on 
regulated businesses to prevent, 
detect, disrupt, and respond to scams. 

Strong penalties for non-compliance.

An External Dispute Resolution Scheme 
to promote accountability victims make 
complaints.

15FraudCon 2026



The future of scams in Australia

• Synthesis of scam intelligence into one location and a better 

reporting experience for victims

• Efficient sharing of scams intelligence through NASC 

information-sharing infrastructure

• Better support for victims and a greater public scams 

awareness

• Key industries have clear obligations under the Scams 

Prevention Framework

• Dispute resolution processes that serve victims and 

incentivise businesses to minimise scams
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nasc.gov.au


	Slide 1: FraudCon 2026
	Slide 2
	Slide 3: Scams in Australia
	Slide 4: The scams landscape in Australia
	Slide 5
	Slide 6:  Contact method      by volume
	Slide 7: The use of AI in scams
	Slide 8: Disruption
	Slide 9
	Slide 10: Case study: operation Nebulae
	Slide 11: Disruption: website takedown
	Slide 12: Disruption: Fusion cells   - Short-term disruption taskforce  - Urgent scam problems  - Emphasis on private sector actions  - Focus on testing disruption strategies and identifying barriers to disruption.  Completed Fusion Cells: - Investment Sc
	Slide 13: Case Study: Romance Scam Fusion Cell
	Slide 14: The future of scams
	Slide 15: Overview of the Scams Prevention Framework (SPF)
	Slide 16: The future of scams in Australia
	Slide 17: nasc.gov.au

